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	Innovation
	INNOVATION
	Innovation
	Making changes in something established, especially by introducing new methods, and ideas of products.



Positive effects of innovation on:
· Day to day business routines and operations
· Overall business performance and growth
· Enhanced business reputation
· Increased competitiveness
· Increased productivity

Key characteristics that facilitate innovation in a business services workplace, including:
· collaboration and brainstorming
· open-mindedness
· risk-taking

Skills that facilitate workplace innovation including the ability of a worker to:
· brainstorm
· discuss
· find and interpret information
· think laterally and/or creatively
· negotiate
· present
· problem-solve
· question and actively listen

Ways to overcome challenges and encourage creativity and innovation:
· Give employees a reason to care
· Empower your employees to make decisions and take action
· Don’t make staff jump through hoops
· Do what you can to remove the red tape
· Rethink competition
· Calm the naysayers
· Ease up
· Make preventing burnout a high priority
· Set the example
· Minimise your own stress

	Questioning mindset

· Use of questions
· Development of a problem statement
· Conduct research
· Analyse information and ideas to identify central questions, issues and challenges
	QUESTIONING MINDSET
Questioning
· Invites conversation
· Tell me more about…
· How can I help…
· Who, what, how, when, why
· Improves understanding and knowledge
· What is the problem that needs to be solved
· Use of clear, concise targeted questions
· Compare
· Apply learning from one scenario to a different scenario
· Organise
· Estimate and predict

Developing a problem statement
· Conduct research
· Ask questions from different perspectives, including developer, client and user
· Analyse information and ideas to identify central questions, issues and challenges
· Detect inconsistencies and common mistakes in reasoning

Types of questions

	Open questions
	· Permit longer responses
· Used when more information is required
· Allows for elaboration

	Closed questions
	· Limits response to a yes/no answer
· Typically a one-word answer
· One choice from a list

	Reflective questions
	Questions that encourage someone to discuss and analyse their practice

	Probing questions
	Questions that ask for more detail on a matter. Includes follow-up questions to clarify a point.



Types of communication

	Verbal
	Communication via means of spoken language

	Nonverbal
	Communication via means of body language, gestures and facial expressions

	Written
	Communication via means of written text




	Ideas and responses

· Making informed observations
· Generate ideas and responses
· Creative thinking techniques to generate multiple alternatives
· Communicate ideas and responses in a range of forms
· Common blockers to creative thinking

	IDEAS AND RESPONSES
Making informed decisions
· What do you notice and/or know about the scenario?
· Determine similarities and differences between new and existing scenarios


….


Creative thinking techniques

	Brainstorm
	A group discussion to produce ideas.

	Conceptualise
· Mind map
· Concept map
	Form a concept or idea of something.
If you have an idea or understand something fully, you conceptualise it.

	Mind map
	A diagram used to visually organise information, showing relationships among pieces of the whole.

	Concept map
	A diagram that depicts suggested relationships between concepts.




	Sketching
	A rough drawing of something.

	Prototyping
	Making an early sample, model or release of a product to test a concept or process.

	Logbook/diary
	A book containing a record of events.



Communicating ideas
· Using notes for clarity
· Using visualisations to demonstrate links, inputs and outputs

Common blockers to creative thinking

	Boundaries
	Something that stands in the way of progressing.

Examples:
· Small budget
· Workplace not inclusive
· Employees feel uncomfortable giving ideas

	Ethics/code of conduct
	Strict policy that can block creative thinking and risk taking.

	Legal ramifications
	Copyright laws, Work Health and Safety Act.

	Organisation/workplace policy and procedures
	Strict guidelines.

	Probability
	Chance.

	Risks
	Management may not be willing to take risks.

	Individuals and naysayers
	People who are afraid of change and deskilling.




	Challenge, test and reinvent ideas

· Evaluate ideas and responses
· Ways to test effectiveness of the ideas in meeting user and organisation/workplace needs
· Redefine or redevelop ideas of necessary
· Critically evaluate own ideas/responses and approach to developing solutions
	CHALLENGE, TEST AND REINVENT IDEAS
Evaluating ideas and responses
Businesses must evaluate ideas and responses in order to:
· Satisfy needs and align to specifications
· Redevelop, refine solutions

Independent review and feedback
Obtained through the client, subject matter expert, supervisors or peer

Obtained through:
· Surveys questionnaires
· Interviews
· Focus groups
· Meetings and discussions
· Online rating and bug report systems

Surveys or questionnaires are used for statistics where you can generate charts and graphs for analysis. In meetings and interviews employers use open questioning for elaboration.

Testing effectiveness of ideas
· Identifying, interrogating and challenging assumptions behind ideas
· Experimenting with a range of various solutions and ideas
· Consciously change perspectives and evaluate ideas and situations in new ways
· Involve others:
· Supervisor, colleague/peer, client, specialist, subject matter expert
· Independent review and feedback
· Surveys, interviews, focus groups and discussions

	Focus group
	A group of people assembled to participate in a discussion about a product before it is launched, or to provide feedback on something



Redefine or redevelop ideas if necessary



Critically evaluate own ideas/responses and approach to developing solutions




	Creative thinking

· Creative thinking techniques
· Engage in evaluation and reflective practice
· Learn about new ideas and ways of thinking
· Practise and experiment with critical and creative thinking
	CREATIVE THINKING
Creative thinking techniques
Valuable team members should have
· creative thinking techniques
· engage in evaluation and reflective practices

Engage in evaluation and reflective practice
Develop mechanisms and collect feedback from a range of appropriate sources:
· Written
· Survey and questionnaire
· Meetings and discussions
· Implement feedback to maintain continual improvement

New ideas and ways of thinking

	Professional development
	

	Collaboration
	
	Working together and sharing ideas.



Collaborating with:
· Supervisor/project leader, colleague/peer, client, specialist/subject matter expert

How employees can facilitate innovation:
· Contributing ideas, assisting in promotion of innovative ideas
· Contributing ideas to higher staff members such as managers
· Demonstrating innovative layouts and researching innovative designs

Teamwork Innovation:
C. Creating
A. Advancing
R. Refining
E. Executing/Implementing



Critical thinking
· steps


	Client/user support services

· Working knowledge of current industry standard hardware, operating system and software common to an organisation/workplace using ICT
· Internal and external clients/users within the ICT industry
· Recognise that different clients/users require different kinds of advice and support
· Typical components of a contract and service agreements with vendors
· Workplace protocols and procedures in relation to lines of communication and referral of client/user requests, and investigation of issues
· Recommending a new or upgraded system, hardware and/or software, including provision of documentation to the client
· Processes for client/user liaison to provide advice and clarify support needs
· Methods for obtaining feedback on the effectiveness of service provision and identifying areas for improvement
· Documenting problem(s)/issue(s) and solution(s)
· Benefits of documenting problem(s)/issue(s) and solution(s)
· Workplace record-keeping requirements and/or guidelines to document client/user requests or issues, solutions and action taken
	CLIENT/USER SUPPORT SERVICES
Support services must have working knowledge of current industry standard hardware, operating systems and software that is common to an organisation/workplace using ICT.

Features of different types of hardware
Example: High resolution monitors, fast processor, 8-16Gb RAM, up to 1TB Hard drive

Function and basic features of the operating system
Example: Compatibility, security, passwords setup, biometrics, firewalls, management of apps, accessibility options

Purpose and advanced features of a range of common software
Example: Browser, drawing, Office software such as Microsoft Word, spreadsheets and databases, app store

Security and network guidelines and procedures
Example: Internet usage policy, logon/off procedures


Types of clients

	Internal
	Internal customers are those colleagues and departments within the organisation
· Departments within an organisation
· Persons within a department

	External
	People that are not part of the organisation
· E.g. customers, users, stakeholders, external organisations



Companies must recognise that various clients and users require different kinds of advice and support about:
· Hardware and software supported by the organisation/workplace
· Network and security issues
· Vendor contract and service agreements

Support
Support in the form of:
· Identification of training needs
· One-on-one or group user training
· User guide

Components of contracts and service agreements

	Contract
	Service agreement

	Legally binding documents

Terms & Conditions set out in the contract and must be equivalent to or above the award

Only work for a set period of time or until the job is complete, set out in the contract

Both parties must agree and sign the contract
	EULA – End User Licence Agreement



Workplace protocols and procedures in relation to lines of communication and referral of client/user requests and investigation of issues
· Establishing communication procedures between levels of employees to redirect information about
· Establishing a line of communication with the client/user to enable feedback and clarification using questioning techniques
· Investigating issues through a predefined set of instructions and procedures to effective mitigate issues and prevent them from resurfacing


	Protecting data
	

	Personally identifiable information (PII) and workplace information
	[bookmark: _ussg94pvyp7v]PERSONALLY IDENTIFIABLE INFORMATION (PII) AND WORKPLACE INFORMATION
· Personally identifiable information (PII)
· Sensitive information in a workplace environment
· Importance of confidentiality and security in relation to PII and workplace information (data)
· The importance of ensuring PII and workplace information (data) is accurate and up to date

	Personal information
Privacy Act 1988
	To promote and protect the privacy of individuals and to regulate how Australian Government agencies and organisations handle personal information

	Technologically neutral
	The freedom of individuals and organisations to choose the most appropriate technology adequate to their needs and requirements for development, acquisition, use or commercialization, without knowledge dependencies involved as information or data



	Identifiable
	Able to be recognised; distinguishable

	Reasonably identifiable
	It is possible to identify an individual from available information, the next consideration is whether the process of identification is reasonable to achieve

	Personally identifiable information (PII)
	A set of data that could be used to distinguish a specific individual



Types of personal information
	· Name, age/data of birth, address, phone contact
· Employee record
· Financial records
· Health information
· Online username/identity
· Sensitive information, including race, ethnicity, religion, sexual orientation, criminal record, political opinion
· Tax file number




	Compliance
	[bookmark: _h28918uhumif]COMPLIANCE

	National
	Purpose of the Privacy Act 1988 (Australian Government)
To promote and protect the privacy of individuals and to regulate how Australian Government agencies and organisations handle personal information

13 Australian Privacy Principles (APP)
	1
	Open and transparent management of personal information
	· Ensures APP entities manage personal information in a open and transparent way
· Includes having a clearly expressed and up-to-date privacy policy

	2
	Anonymity and pseudonymity
	· Requires APP entities to give individuals the option of not identifying themselves or using a pseudonym
· Limited exceptions apply

	3
	Collection of solicited personal information
	· Outlines when an APP entity can collect personal information that is solicited
· Applies higher standards to collection of sensitive information

	4
	Dealing with unsolicited personal information
	· Outlines how APP entities must deal with unsolicited personal information

	5
	Notification of the collection of personal information
	· Outlines when and in what circumstances an APP entity that collects personal information must tell an individual about certain matters

	6
	Use or disclosure of personal information
	· Outlines circumstances in which an APP entity may use or disclose personal information that it holds

	7
	Direct marketing
	· An organisation may only use or disclose personal information for direct marketing purposes if certain conditions are met

	8
	Cross-border disclosure of personal information
	· Outlines the steps an APP entity must take to protect personal information before it is disclosed overseas

	9
	Adoption, use or disclosure of government related identifiers
	· Outlines limited circumstances when an organisation may adopt a government related identifier of an individual as its own identifier, or use or disclose a government related identifier of an individual

	10
	Quality of personal information
	· An APP entity must take reasonable steps to ensure the personal information it collects is accurate, up to date and complete.
· An entity must take reasonable steps to ensure the personal information is uses or discloses is accurate, up to date, complete and relevant, having regard to the purpose of the use or disclosure

	11
	Security of personal information
	· An APP entity must take reasonable steps to protect personal  information it holds from misuse, interference and loss, and from unauthorised access, modification or disclosure.
· An entity has obligations to destroy or de-identify personal information in certain circumstances


	12
	Access to personal information
	· Outlines an APP entity’s obligations when an individual requests to be given access to personal information held about them by the entity
· This includes a requirement to provide specific access unless a specific exception applies

	13
	Correction of personal information
	· Outlines an APP entity’s obligation in relation to correcting the personal information it holds about individuals




	State
	Purpose of the Privacy and Personal Information Protect Act 1998 (NSW)
An Act to provide for the protection of personal information, and for the protection of the privacy of individuals generally; to provide for the appointment of a Privacy Commissioner; to repeal the Privacy Committee Act 1975; and for other purposes. 

	Role of the Information and Privacy Commission NSW

	An independent statutory authority that administers legislation dealing with privacy and access to government held information in New South Wales.






Privacy Impact Assessment (PIA)

	Definition
	A privacy impact assessment (PIA) is a systematic assessment of a project that identifies the impact that the project might have on the privacy of individuals, and sets out recommendations for managing, minimising or eliminating that impact.

	Why?
	To manage, minimise or eliminate the impact of privacy on individuals.

	When?
	Entities are encouraged to take a flexible approach and adapt this tool to suit the size, complexity and risk level of their project.



Office of the Australian Information Commissioner (OAIC)
The OAIC is an independent agency within the Attorney-General's portfolio. Their primary functions are:
· privacy 
· freedom of information
· government information policy

The OAIC has the power to commence a commissioner-initiated investigation (CII) into an act or practice that might breach the Privacy Act. OAIC can conduct a privacy assessment of whether an entity is maintaining and handling personal information in accordance with the Privacy Act.

Awareness of the steps in undertaking a PIA
Businesses conduct a Privacy Impact Assessment (hereafter known as PIA) to determine if data stored and collected by the business is necessary and relevant to the business and also to determine whether the data is securely managed, ensuring privacy and evaluating the privacy concerns of the data.

Sections of a PIA:
1. Plan the PIA
2. Privacy impact analysis and compliance check
3. Privacy management – addressing risks
4. Respond and review
5. Further information

Laws that must be followed when conducting a PIA:
· Open and transparent management of personal information
· Anonymity and pseudonymity
· Collection of solicited personal information
· Dealing with unsolicited personal information
· Notification of the collection of personal information
· Use of disclosure of personal information
· Direct marketing
· Cross-border disclosure of personal information
· Adoption, use or disclosure of government related identifiers
· Quality of personal information
· Security of personal information
· Access to personal information
· Correction of personal information

Notifiable data breaches
Under the Notifiable Data Breaches (NDB) scheme any organisation or agency the Privacy Act 1988 covers must:
· Notify affected individuals and the OAIC when a data breach is likely to result in serious harm to an individual whose personal information is involved
· Notify the public If the organisation is valued $3 million or more

A data breach occurs when personal information an organisation or agency holds is lost or subjected to unauthorised access or disclosure. For example, when:
· A device with a customer’s personal information is lost or stolen
· A database with personal information is hacked
· Personal information is mistakenly given to the wrong person

A notifiable data breach is reported by filling out the OAIC online data breach form → Report a data breach - Home

Cyber security in the workplace
Sources of information on current security threats:

	Australian Government
	
	Australian Bureau of Statistics (ABS)
	

	Australian Competition & Consumer Commissions (ACCC)
	

	Australian Cyber Security Centre (ACSC)
	Aims to prevent and combat threats and minimise harm to Australians.

	Australian Signals Directorate (ASD)
	

	ScamWatch
	Scamwatch is run by the Australian Competition and Consumer Commission (ACCC). It provides information to consumers and small businesses about how to recognise, avoid and report scams.

Scams try to gain personal information and financial resources through sending fraudulent emails, text messages, phone calls or through other means of communication.
· Remote access scams – where people are convinced that there is something wrong with their computer and should download a remote access application so that new software can be ‘installed’ or ‘purchased’ to fix the issue.
· Hacking – where people break into computer systems to steal information or hold it ransom before selling it onwards to further scammers to then attempt to steal more information and financial details




	Risk management resources
	https://classroom.google.com/u/2/c/NDU3NDUwMDA0MzUw

	Industry codes of practice and guidelines
	

	Policy and procedures
	



Workplace policy and procedures to identify and report notifiable breaches:
A strong cybersecurity posture is heavily reliant on an organisation's culture. Building a cybersecurity workplace culture not only emphasises and reinforces security behaviours among staff but also helps to protect your organisation against a cyber-attack.

Raise cyber awareness
1. Prioritise Cybersecurity in your organisation (Hire ethical hackers)
2. Get management involved
3. Promote best practices, supported by robust policies & procedures
4. Set specific rules for emails, browsing & mobile devices
5. Implement cybersecurity right on the first day
6. Conduct regular mandatory cybersecurity training for all staff
7. Use several topics to raise cyber security awareness
8. Keep lines of communication open


	Handling, sharing and sorting PII and workplace information
	[bookmark: _q64n8155rog3]HANDLING, SHARING AND SORTING PII AND WORKPLACE INFORMATION
Equipment and technology commonly used in the workplaces to collect, process, store and maintain personal and workplace information

Monitoring and reporting faults and malfunctions in IT infrastructure:
· Workplace policy and procedures
· Role in data management and protection

Industry best practice standards and workplace policy and procedures to securely manage personal information and other workplace information:
· Accessing and sharing data, including risks of communicating sensitive information via non-secure means
· Storage of data
· Document and media labelling
· Framework for distributed storage
· On-site and off-site back-up of data
· Risks and benefits of cloud storage
· Deletion/disposal of data, including sensitive information
· Confidentiality agreement
· Firewall implementation
· Intrusion monitoring
· Password protection, (requirements for strength, complexity, change frequency and reuse)
· Use of two factor authentication
· Use of security software
· Software updates
· User access levels

Protocols and practices protecting unauthorised access to client, employee and workplace information from:
· DIsclosure
· Interference
· Loss
· Modification
· Theft and misuse

Protocols and practices for the ongoing storage of personal information:
· Accuracy and currency (up-to-date versus historical)
· De-identification
· Encryption, including protocols for its use
· Secure digital and physical storage

Industry standards and workplace practices to test, assess and evaluate the security of stored personal information:
· Risk assessment
· Compliance maintenance and reporting

Roles and responsibilities of workplace personnel for information protection in the workplace:
· Managing
· Reporting

ETHICAL HACKERS



	Storage of data

	Document and media labelling
	Labels that are designed for the purpose of labelling a variety of storage media

	Framework for distributed storage
	Data stored on multiple servers across different locations

	On-site and off-site backup of data
	Storing data in multiple locations, both on-site and at an off-site location for data security purposes

	Risks and benefits of cloud storage
	Risks:
· Data is more likely to be compromised compared to storing data locally
· Lack of control - companies manage your data, they choose where it is located and stored, deleted things are most likely not deleted
Benefits:
· Data is accessible anywhere - accessibility
· Storage space can be provided that exceeds the device storage limits - seemingly infinite storage opportunities
· Relatively inexpensive compared to purchase physical storage hardware

	Deletion/disposal of data, including sensitive information
	Involves permanently removing (making inaccessible) information that can compromise an individual or organisation

	Confidentiality agreement
	A legal agreement that binds one or more parties to non-disclosure of confidential information.

	Firewall implementation
	Installing a network firewall to improve network security and assist in preventing unauthorised access to a network

	Intrusion monitoring
	A device or software that monitors a network for malicious activity or policy violations, generating alerts when any are detected.

	Password protection, including requirements for strength, complexity, change frequency and reuse
	Involves protecting information using passwords that are (and should be for security):
· Complex - comprised of symbols, letters and numbers
· Strong - long passwords that are hard to guess
· Change frequency - are regularly changed to avoid compromisation of data if a password is found
· Reuse - restricting where and when the same password is permitted to be used, in what other services/applications
· Limited or no reuse of passwords increases data security

	Use of two factor authentication
	A security system that requires two separate, distinct forms of identification in order to gain access to something.

	Use of security software
	Protection against malicious viruses and malware infiltrating computers via the internet and leading to compromised information.

	Software updates
	Ensuring all devices are consistently updated allows virus definitions to be updated and the latest security patches are installed. Implementing a procedure to regularly update software of devices is recommended for strong security protection.

	User access levels/rights
	Implementing a system to restrict access to particular information to different levels of employees. Involves restricting employees to access only the information they require to complete their job successfully through a permission system.
· E.g. Compass Education, Google sharing rights




	Intellectual property (IP), ethics and privacy
	[bookmark: _4lowimu8pyb5]INTELLECTUAL PROPERTY (IP), ETHICS AND PRIVACY
Difference between legal and ethical

Basic understanding of different ethical theories and approaches:
· Deontological
· Utilitarian
· Virtue

Legal and ethical issues affecting the ICT industry:
· Issues:
· Confidentiality
· Copyright
· Intellectual property
· Privacy
· Interrelationship of the legal and ethical aspects of these issues
· Effect of these legal and ethical issues and resulting obligations for the client, the ICT worker and employer, and the industry
· Workplace policy and procedures related to these legal and ethical issues - purpose, intention and underpinning principles

Intellectual property (IP):
· Meaning in relation to both an individual and a business
· Primary role/function of IP Australia (Australian Government)
· Common types of IP rights - copyright, domain name, patent, registered design, trademark and confidential information
· Organisational costs associated with a breach of IP (economic and reputation)
· An understanding that IP rights are country-specific
· Components of an organisation/workplace IP policy

Copyright:
· Purpose and intent of the Copyright Act 1968 (Australian Government) (as amended)
· Consequences of infringing copyright

ICT industry code of ethics:
· Purpose
· Examples
· Australian Computer Society (ACS) code of ethics
· Information Technology Professionals Association (ITPA) code of ethics
· Their influence on workplace policy, procedures and practice

Roles and responsibilities of workplace personnel in implementing IP, ethics and privacy policy and procedures


	Non-compliance
	[bookmark: _8nfaz02j842]NON-COMPLIANCE
In relation to internal and external non-compliance infringement of IP, ethics and privacy policy and procedures:
· Process for risk assessment and identification of non-compliance risk and incidents and breaches
· How, when and to whom to report issues and incidents
· Recommendations to overcome non-compliance and improve underpinning policy and procedures

	Safety
	

	Work health and safety (WHS)
	[bookmark: _ydpp93brbvir]WORK HEALTH AND SAFETY (WHS)

	Health
	

	Safety
	

	Duty of care
	



	Businesses promote the culture of WHS being everyone’s responsibility in the workplace and the implications of this responsibility being that everyone ensures the health and safety of colleagues.



Participation and consultation in WHS

	Participation
	To take part in WHS processes in the workplace, in order to ensure their own health and safety at work, as well as that of others in the workplace who may be affected by their actions
· Everyone must participate in WHS

	Consultation
	Listen to concerns and raise your concerns - seek and share views and information, and - consider what your workers say before you make decisions
· Business should consult employees if amendments are necessary in ensuring the WHS of employees and whether improvements to processes should be made to rectify current or future issues



Sources of internal and external workplace WHS information

	Internal sources
	External sources

	· PCBU (Person conducting a business or undertaking)
· Internal WHS employees
· WHS committee
· Health and Safety representative (HSR)
	· Safe Work Australia
· SafeWork NSW
· Local councils
· Unions
· Professional WHS associations



Primary role/function of key bodies involved in WHS

	SafeWork NSW
	Insurance, workers compensation, Health & Safety inspections, licences & registration, laws & policy

	Safe Work Australia
	Develop policies, practices, reports, renew licences, workers compensation claims

	Local councils
	Work on continually improving safety of the community

	Unions
	Fight for the rights of workers and ensure fair treatment of all workers under a union

	Professional associations
	· Safety Institute Australia



Importance of acting within scope of responsibility/level of authority in relation to WHS in the workplace
· Taking initiative
· Problem-solving
· Decision-making


	WHS compliance
	[bookmark: _i9u9m3ai918y]WHS COMPLIANCE

	Act
	

	Regulation
	

	Code of practice
	

	Guidance material
	

	Standard
· Australian
· Industry
· Workplace
	



WHS Legislation

	WHS Health and Safety Act 2011 (NSW)
	Act: A legally binding document that defines expected legal behaviour in a specific circumstance
· Covers health, welfare and safety of people at work in NSW

	Work Health and Safety Regulation 2011 (NSW)
	Regulation: A legally enforceable rule created by a State or Federal government
· Protects people at workplaces from risk to their health or safety and promotes safe and healthy work environments



Codes of practice

	First aid in the workplace
	

	Hazardous substances
	

	Manual handling
	

	Risk management and reporting
	

	WHS consultation
	

	Work environment and facilities
	

	Working with electricity
	



WHS rights, duties and responsibilities of the PCBU, officer and worker


Functions and powers of WHS inspectors


Consequences of non-compliance
· Failure to observe WHS workplace policy and procedures
· Failure to meet legislative requirements


Safety signs, symbols and barricades
Appropriate placement
· Signs must be placed in a visible location in which they cannot be destroyed or obstructed
· Legislation requires signs in the workplace where special actions must be undertaken by everyone who is on the site or to mark the location of essential equipment required for emergency use

	Safety colour & Symbol
	Meaning
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	Prohibition

E.g. No smoking
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	Warning

E.g. Flammable substance, overhead working
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	Mandatory action

E.g. Protective gear
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	Emergency

E.g. Escape route, safe condition, escape equipment, first aid

	[image: A screenshot of a cell phone

Description automatically generated]
	Fire fighting equipment

E.g. Fire alarm, fire hose



Purpose and importance of monitoring and reporting
Ensuring safety, insurance, compensation and the amendment of identified issues and areas of concern


Types of reporting
· Formal and informal
· Written
· Verbal

Reporting to appropriate persons
· PCBU
· Manager
· Supervisor
· WHS committee
· Health and Safety representative (HSR)

Workplace policy and protocols and regulatory requirements when monitoring, recording and reporting in WHS



	WHS consultation and participation
	[bookmark: _lazbwipy9ve]WHS CONSULTATION AND PARTICIPATION

Businesses must provide opportunities for employees to participate in the workplace’s WHS processes.
· Formal and informal discussion
· Survey
· Training and workshops
· WHS audit
· WHS inspection

Requirements of a health and safety committee or health and safety representative
· Roles
· Responsibilities

Roles and responsibilities of personnel in WHS consultation and participation
· PCBU
· Manager/supervisor/team leader
· Self
· Other workers
· Union

Importance of identifying, reporting and responding to:
· WHS issues and concerns
· Workplace hazards
· Unsafe work practices
· Breaches of health and safety
Examples specific the the ICT industry and workplace

Planning and conducting WHS training sessions in the workplace
· Aligned to workplace policy and procedures
· Communicate importance of safe work procedures and practices
· Increase work team’s understanding of their legal obligations
· Implement improvements in response to WHS feedback
· Meet training needs of the work team to develop and enhance WHS competence
· Raise awareness of the importance of WHS monitoring and reporting


Use of data and evidence to demonstrate how safe work practices can be improved to:
· Contribute to a safety culture
· Continuously improve policy and systems
· Empower workers
· Inform management of critical health and safety risks


	Hazard identification and risk management
	[bookmark: _ny7ahunemduv]HAZARD IDENTIFICATION AND RISK MANAGEMENT

	Hazard
	A situation or substance which could cause injury or illness.
· Chemical, physical, behavioural hazards

	Risk
	An activity, current or future, involving danger



Risk management

	Hazard identification
	
	The identification of potential hazards to self, colleagues, clients and others within the industry



Hazards specific to ICT industry
· Electricity and cabling
· Equipment
· Hazardous or non-hazardous materials
· Human factors (self and others)
· Manual handling
· Work environment
· Work processes and practices

Identifying and reporting workplace hazards
· Reporting to relevant WHS personnel who will work to implement a solution to rectify the hazards

	Risk assessment
	1. Identify hazards
2. Analyse/evaluate the risk associated with the hazard
3. Determine appropriate ways to eliminate or control the hazard

	Safety Data Sheet (SDS)
	Contains information about hazardous chemicals used within the workplace and measures and precautions for handling them safely




	Risk control (hierarchy)
	· Eliminate the risk
· Minimise the risk
· Substitution
· Modification
· Isolation
· Engineering control
· Other controls
· Administrative
· Safe work practices
· Personal protective equipment (PPE)

Monitor and review WHS changes to determine effectiveness or the need for further modification






ELIMINATION
SUBSTITUTION
ENGINEERING CONTROLS
ADMINISTRATIVE CONTROLS
PPE
Least
effective
Most
effective

Physically remove the hazard
Replace the hazard
Isolate people from the hazard
Change the way people work
Protect the worker with Personal Protective Equipment





	Safe work procedures and practices
	[bookmark: _hvr0pl8lsrh9]SAFE WORK PROCEDURES AND PRACTICES


	Incidents, accidents and emergencies
	[bookmark: _k39b7bpxu1y7]INCIDENTS, ACCIDENTS AND EMERGENCIES


	Working in the industry
	

	Nature of the ICT industry
	[bookmark: _cepnfhaooz3m]NATURE OF THE ICT INDUSTRY


	Employment
	[bookmark: _8nxkbzsh55s9]EMPLOYMENT


	ICT industry worker
	[bookmark: _ciw3u87me2cg]ICT INDUSTRY WORKER


	Work practices
	[bookmark: _q43sp5694spo]WORK PRACTICES


	Working with others
	[bookmark: _jyy9jb8yc0ex]WORKING WITH OTHERS


	Application requirements
	[bookmark: _kxtz0g9ajer1]APPLICATION REQUIREMENTS


	Programming
	[bookmark: _srxpz6v20uco]PROGRAMMING


	Code testing and evaluation
	[bookmark: _o0pdnoq0tbuk]CODE TESTING AND EVALUATION


	Elementary program development
	[bookmark: _poxxfaxxroy0]ELEMENTARY PROGRAM DEVELOPMENT
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